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[bookmark: _Toc66460460]PURPOSE:
This plan serves are a roadmap for business continuity and disaster recovery response by defining the steps that should be taken to protect the information system and restore it if a disruption or disaster occurs. It has been developed in accordance with industry best practices The plan details how backups will be configured, stored, monitored, and testing. It also details the process to follow in the event of a Disaster to assure business continuity. 
Particular care is taken to protect the confidentiality of controlled information such as CUI, CDI, CTI, PHI, PII, etc. in backup storage and transmission, as well as recovery.














[bookmark: _Toc66460461]ROLES & RESPONSIBILITIES:
	Roles
	Accountable Party
	Responsibilities & Authority

	Executive Management 
	
	Is responsible for the company mission, security, and reputation. Appoints and oversees all other roles. Designated to declare a disaster.

	Security Manager 
	
	Deals with high-level IT security issues, supervising employees who implement and configure security measures, preparing and overseeing budgets, and evaluating and ordering new security tools and technologies. Coordinates key physical and personnel security functions.

	Information Technology Decision Maker
	
	Has executive authority over the company’s Information Technology.

	IT Department 
	Help Desk / Security Operations
	Executes IT policies, procedures, and practices

	Change Control Board 
	
	Reviews/approves changes to policies, procedures, configurations, maintain documentation, etc.

	Risk Management Team (RMT)
	
	Is responsible for the risk assessment.

	Incident Response Team (IRT)
	
	Is trained on, responds to, and is advised of incidents.  

	Disaster Response Team (DRT)
	
	Responds to Disasters which affect the business. Maybe work collaboratively with the IRT when the Disaster qualifies as an Incident.

	Human Resources (HR)
	
	Is responsible for human resource tasks, such as verifying personnel, processing new employees, and separating employees.





[bookmark: _Toc66460462]Types of Disasters
Disasters can be the result of three categories of threats and hazards. Preparedness measures for these areas are included in this plan.
· Natural Disasters: Naturally occurring disasters such as floods, hurricanes, tornadoes, earthquakes, and epidemics.
· Technological Disasters: Disasters that include accidents or the failures of community critical infrastructure systems and structures such as transportation accidents, utility disruptions, dam failures, and accidental hazardous material releases. 
· Human-Caused Threats: These threats include intentional acts such as active assailant attacks, chemical or biological attacks, cyber-attacks against data or infrastructure, and insider threats such as sabotage. 

[bookmark: _Toc66460463]Recovery Time and Recovery Point Objectives
The Company has established the following desired Recovery Time Objectives (RTO). The RTO is the targeted duration of time within which a business process must be restored after a disaster (or disruption) in order to avoid unacceptable consequences associated with a break in business continuity.
· Restore small pieces of destroyed data: ______
· Restore key servers; office facilities unaffected: ____
· Restore key business services; office facilities unusable: _____
· Establish facilities for an emergency level of service; primary facility destroyed: _____
· Establish facilities for an emergency level of services; primary facility temporarily unsafe: ____
· Recover to business as usual: ____
Additionally, the Company has established a Recovery Point Objective (RPO), or the maximum targeted period in which data (transactions) might be lost from an IT service due to a major incident. RPO has been designated as _________ minutes or ___________ days.

[bookmark: _Toc66460464]Systems Backup Strategy
The Systems Backup Strategy is as follows:
Server Backup Strategy
[detail Server Backup Strategy]
System Backups are image-based and performed on the following cycle: 
· Initial Full System Backup with replication to on premise storage device and cloud storage location
· Incremental backups taken each 15 minutes and stored on premises 
· Nightly roll up of incrementals to a full image which is also replicated to the Cloud Storage 
· Weekly roll up of daily backup images
· Monthly roll up of weekly backup images
Retention of backup images are as follows:
· Daily backup images retained for 7 days before roll up to Weekly
· Weekly backup images retained for 4 weeks before roll up Monthly
· Monthly backup images retained for 3 months, then the image will be overwritten
Configuration of backup schema to protect the confidentiality and integrity of CUI:  
· The backup software will use one non-AD, unique username and password. 
· The authentication to the on-premises storage location will use another unique, non-AD username and password to authenticate. 
· The authentication to the cloud storage location will use yet another unique username and password. 
· The backup software encrypts the images both at rest and in transit to the on premises and cloud storage locations. The encryption password will be a unique password and will be stored in the approved password manager.

[May include: replication of data to an off-site location, which overcomes the need to restore the data (only the systems then need to be restored or synchronized), often making use of storage area network (SAN) technology
Private Cloud solutions which replicate the management data (VMs, Templates and disks) into the storage domains which are part of the private cloud setup. These management data are configured as an xml representation called OVF (Open Virtualization Format), and can be restored once a disaster occurs.
Hybrid Cloud solutions that replicate both on-site and to off-site data centers. These solutions provide the ability to instantly fail-over to local on-site hardware, but in the event of a physical disaster, servers can be brought up in the cloud data centers as well.
the use of high availability systems which keep both the data and system replicated off-site, enabling continuous access to systems and data, even after a disaster (often associated with cloud storage)[31]
In many cases, an organization may elect to use an outsourced disaster recovery provider to provide a stand-by site and systems rather than using their own remote facilities, increasingly via cloud computing.]
Computer Backup Strategy
[detail Computer Backup Strategy]
Phone System Backup Strategy
[detail Phone System Backup and Continuity Strategy]
Security System Backup Strategy
[detail Security System Backup Strategy]
[bookmark: _Toc66460465]Business Continuity and Resiliency Strategy
To mitigate risk of Disaster from physical systems failures, the following precautionary and redundancy measures are put in place as a best practice: 
· Physical server disks will be redundant in nature and configured in a RAID array
· Redundant power supplies will be used for equipment, if configuration of this type is possible
· In the case where there are severe electric surges, network surge protectors will be utilized
· Uninterruptible power supplies (UPS) and/or backup generator will be used to protect equipment against short power outages and allow for graceful shut downs 
· Physical safeguards to restrict access to the data storage and communications equipment
· Fire suppression mechanisms available at the location of data storage and communications equipment

[bookmark: _Toc66460466]Plan Testing
The Business Continuity and Disaster Recovery Plan should be tested through tabletop exercise at least yearly. Backups of data and key systems should be tested at least quarterly. 
Backup testing should determine if the Recovery Time Objective (RTO) can be met, and to assure that the Recovery Point Objective (RPO) is sufficient to maintain continuity of business operations. 
Results of tabletop exercises, backup testing and backup reporting data will be brought to the Risk Management Meetings for discussion and review. Updates to this Plan will be made if necessary, to meet desired objectives.
	Disaster Scenarios
Winter Storm
The winter has been relatively mild, and holiday season is in full swing with more than usual city street congestion. Several of the organization’s employees are chatting about plans to complete their holiday shopping this week when someone warns of some expected inclement weather in the coming days. Sarah states, “the news is predicting up to 8 inches of snowfall starting tomorrow around 10:00pm.” Dave replies, “Oh, it’s never as bad as they say.”
Later that evening, the National Weather Service (NWS) has issued a Blizzard Warning for the NYC area with 80% confidence of blizzard conditions within 24 hours and approximately 24 inches of snow. Emergency Management issues a Hazardous Travel Advisory beginning at 8PM. 
Considerations:
· Realistically, how much weight should be given to this weather report? Do you believe it? Is someone at your organization responsible for watching the weather and maintaining situational awareness?
· Where does the organization get information from?
· Do you have a plan in place for how to deal with emergency events for which you have advance warning?
· What actions, if any, will you take at this point in preparation for the storm?
· Does your organization take any general preparedness measures during the winter season even when a storm is not threatening your region?
· Who at your organization is responsible for triggering a response to a winter storm? If that person is on vacation or unavailable, who else can start the response?
· What operations might you need to cancel or postpone?
· Do you have a vendor/supplier contact list that you can access remotely if you need to use it?
· Are you able to contact these providers in the event of an emergency? At any time of day?

Virus Epidemic
A global pandemic of novel virus represents one of the most catastrophic threats to the U.S. public health system. In the 20th century, three major pandemics were caused by the emergence of several new influenza A virus subtypes that resulted in over 600,000 deaths in the United States (U.S. Centers for Disease Control and Prevention [CDC], 2005). The outbreak of the novel corona virus in 2019 impacted the nation at every level. This scenario will explore how the business will respond to interruption due to lock downs and employee illness.
A breakout of COVID-19 is being realized in the region. The numbers of individuals who are testing positive has jumped 1000% and hospitals are full of sick people, overwhelming the health system. The governor has called a mandatory lock down of the region. You learn that between employee illness and employees needing to take care of ill family members, 50% of your workforce is not available to work.
Considerations:
· With so many employees unable to work, how will the company determine who is able to make decisions and direct employees?
· How will you determine if the company is able to maintain operations or if all operations will cease? Who will make that call?
· If the company determines it will cease operations, how will customers, vendors, suppliers be notified?
· If the company will continue operations, what protections or procedures will be put in place to assure employee safety and health?
· If the company will continue operations remotely, how will employees remain in contact with each other and management? How often?
· Who will check in with employees and their families to determine when/if they are fit for work and to assure mental wellness?
· How will the company handle employee or family member deaths?

Electrical Fire In Network Room
On a Wednesday evening around 6PM, a server component malfunctioned, heating up to point that it catches fire. The heat sets off a chain reaction and the fire grows in the server room. Luckily, an employee is working late, and hears the fire alarm. He locates the fire in the server room and uses a hand-held fire extinguisher to put the fire out. IT is called in to assess the state of the equipment and the viability of restoration. Unfortunately, IT reports that all servers, the firewall, core switch, and on premises backup appliance are non-functional. 
Considerations:
· What functions it the company able to perform without access to the data and ERP applications?
· Where will replacement equipment be sourced from? Who will be responsible for sourcing it? How long will it take to get here? When it gets in, how long will it take to configure?
· What is the process to restore access to the data and applications? How long will it take? Is there extra cost to this restoration and access?
· Is it possible to set up an alternate site for operations? Where and how?
· How will you communicate to clients or prospects that operations are down?
· What will the company do if the access to data and applications outage lasts more than a few days? A few weeks?
· What physical security considerations do we have due to the power outage?
· In this scenario an employee was available to put the fire out, but if one was not available, consider if the organization have automated or manual fire suppression capabilities in the network room? Anywhere else in the facility in case the fire grows to more areas?

Power Disruption
Its Monday at 8AM. The power suddenly goes out in the facility. A call to the power company confirms that they are currently experiencing a massive grid outage primarily affecting the surrounding 10 square miles. The cause of power failure is unknown at this time and remains to be under investigation.
Considerations:
· Does the organization rely on backup power? What should be turned off to conserve generator power?
· How long can the organization be without power before critical functions are affected?
· With interrupted phone line service, what are the concerns regarding communication capabilities?
· Do we have access to flashlights, batteries, and charged laptops/cell phones?
· Is it possible to set up an alternate site for operations? Where and how?
· How will you communicate to clients or prospects that operations are down?
· What will the company do if the outage lasts more than a few hours? A few days?
· What physical security considerations do we have due to the power outage?

Internet Outage
Its Wednesday at 10:30AM. Users start to report that they can no longer browse the internet and email has stopped flowing in. The IT Team is contacted to troubleshoot, and it’s verified through the ISP that a local construction team has cut through a major fiber line and service is down in a regional area. They are unsure of how long it will take to repair but anticipate it taking at least the remainder of the day.
Considerations:
· Does the organization rely on redundant internet? Has this redundant connection been affected and can we switch over to this service?
· What critical functions in the company rely on internet connectivity? 
· Will internet connectivity affect production? If so, how much or which phase of production?
· If the company has VoIP, phone service is interrupted; what are the concerns regarding communication capabilities?
· Is it possible to set up an alternate site for operations? Where and how?
· How will you and is it necessary to communicate to clients or prospects that the internet is down?
· What will the company do if the outage lasts more than a few hours? A few days?

[bookmark: _Toc66460467]Disaster Matrix
The most probable potential disasters have been assessed as follows:
	Potential Disaster
	Probability Rating
	Impact Rating
	Brief Description Of Potential Consequences
 & Remedial Actions

	Flood
	1
	3
	

	Fire
	2
	4
	

	Tornado
	2
	4
	

	Hurricane or Other Heavy Storm
	3
	3
	

	Earthquake
	1
	2
	

	Epidemic
	2
	4
	

	Electrical Power
Failure
	2
	3
	

	Loss of Internet / Network Services 
	3
	3
	

	Critical Community Infrastructure Failure 
	1
	3
	

	Accidental Hazardous Material Release
	1
	4
	

	Chemical or Biological Attack
	1
	4
	

	Internal IT Systems Failure
	3
	5
	

	Act of Terrorism
	2
	3
	

	Act of Internal Sabotage (purposeful or accidental)
	4
	4
	

	External Malicious Cyber Actor
	4
	4
	

	
	
	
	


Probability: 1=Very Low, 5=Very High	Impact: 1=Minor Interruption, Easily Mitigated, 5=Total Destruction, High Effort Mitigation

[bookmark: _Toc66460468]Activation of Disaster Response Team
When a Disaster occurs, Executive Management has the authority to declare a Disaster, and activate the Disaster Response Team (DRT).  The DRT will assess the situation to determine a Plan of Action specific to the type and extent of the Disaster. If the Disaster is also a qualifying Incident, the Incident Response Plan shall be referenced and the plan of action for the qualifying Incident will be followed. 
In the event of a Disaster, the DRT will:
· Respond immediately to a Disaster 
· Assess the extent of the Disaster and its impact on the business services, business data, and business operations
· Contact the appropriate Emergency Services and coordinate any activities with them
· Ensure employees are notified and allocate responsibilities and activities as required
· Establish and manage a Plan to maintain vital services and return to normal operation

[bookmark: _Toc66460469]Personnel Considerations
Personnel safety is the highest priority of the Company. In the event of a disaster either localized or widespread, Executive Management will ensure the safety and well-being of all employees prior to making decisions regarding the re-establishment of normal business operations. 
At the onset of a disaster incident, Managers will serve as the focal points of communication and direction for their departments.  

[bookmark: _Toc66460470]Facility Operations
In the event the Company Facility would to be rendered unusable due to a disaster, the following would occur:
[To complete the plan, answer these questions:]
· Where do employees work? (Alternate Worksites)
· How to continue or resume manufacturing or other operations?
· How to keep alternate sites secure in the handling of CUI
· How to determine when the facility is safe to enter and who makes that call
· IT Team to assess the information systems for continuity of operations

[bookmark: _Toc66460471]Emergency Alert Process

Procedures for Management
Executive Management and IT Decision Makers will maintain a contact list each employee by department to include names, business phone number, mobile numbers, and home addresses. The EM and ITDM’s will maintain a hard copy of the Company’s Backup & Disaster Recovery Plan in their homes in the event the main facility is inaccessible, unusable, or destroyed. 
Executive Management Team should assemble to create messaging for the following:
· Employees – safety, how to act, next steps
· Vendors | Suppliers – stop or speed up orders
· Regulatory Agencies – reporting requirements
· The Public – what message the public should know to reassure the stability of the company
· Customers – when to expect their orders to be fulfilled and next communication 
· Partners – get assistance
· Legal – mitigating risk, help with messaging
· Insurance – understanding coverage, starting claims

Contact with Employees
The DRT will contact employees by the most appropriate means considering the Disaster type and severity. The Plan of Action will be communicated clearly.
If the incident has resulted in a situation which would cause concern to an employee’s immediate family such as hospitalization of injured persons, the DRT shall make such notification. 
[attach employee roster, desk phone/mobile phone, and call back order]	
[bookmark: _Toc66460472]Insurance 
As part of the Company’s disaster recovery and business continuity strategies a number of insurance policies have been put in place.  These include __________________________.





[bookmark: _Toc66460473]Disaster Response Team & Contacts
	Roles & Assigned
	Contact Information
	
	

	Information Systems Owner
	[COMPANY]
	[ADDRESS] 
	[PHONE] 

	[NAME], [TITLE]
	[MOBILE]
	[EMAIL]
	

	
	
	
	

	Security Manager
	[COMPANY]
	[ADDRESS] 
	[PHONE] 

	[NAME], [TITLE]
	[MOBILE]
	[EMAIL]
	

	
	
	
	

	DoD Incident Reporting Certificate Holder
	[COMPANY]
	[ADDRESS] 
	[PHONE] 

	[NAME], [TITLE]
	[MOBILE]
	[EMAIL]
	

	
	
	
	

	IT Department Representative
	[COMPANY]
	[ADDRESS] 
	[PHONE] 

	[NAME], [TITLE]
	[MOBILE]
	[EMAIL]
	

	
	
	
	

	Management
	[COMPANY]
	[ADDRESS] 
	[PHONE] 

	[NAME], [TITLE]
	[MOBILE]
	[EMAIL]
	

	
	
	
	

	Human Resources
	[COMPANY]
	[ADDRESS] 
	[PHONE] 

	[NAME], [TITLE]
	[MOBILE]
	[EMAIL]
	

	
	
	
	

	Legal
	[COMPANY]
	[ADDRESS] 
	[PHONE] 

	[NAME], [TITLE]
	[MOBILE]
	[EMAIL]
	

	
	
	
	

	Insurance

	[COMPANY]
	[ADDRESS] 
	[PHONE] 

	[NAME], [TITLE]
	[MOBILE]
	[EMAIL]
	

	
	
	
	

	Local FBI Office
	[COMPANY]
	[ADDRESS] 
	[PHONE] 

	[NAME], [TITLE]
	[MOBILE]
	[EMAIL]
	




Executive Management 


Customers


Partners


Vendors | Suppliers


Public


Employees


Regulatory Agencies


Legal


Insurance
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